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Abstract 
Background: Healthcare facilities are environments that demand both clinical excellence and high 
levels of safety. Physical security measures—including surveillance systems, access control, 
security personnel, panic buttons, and controlled entry points—play a critical role in protecting 
healthcare workers (HCWs) from violence, theft, and unauthorized access. Despite their 
importance, the relationship between physical security systems and healthcare workers perceived 
safety and clinical performance remains underexplored. Objective: This systematic review aims 
to evaluate the impact of physical security measures on healthcare workers’ perceived safety, 
psychological well-being, and overall clinical performance across different healthcare settings. 
Methods: A comprehensive search of databases including PubMed, Scopus, CINAHL, and Web 
of Science was conducted for studies published between 2010 and 2025. Keywords used included 
“physical security,” “healthcare safety,” “hospital security,” “workplace violence prevention,” 
and “clinical performance.” Studies were included if they assessed the presence of physical 
security interventions (e.g., surveillance cameras, badge access, on-site security) and measured 
their outcomes on healthcare staff’s perceptions of safety, job satisfaction, or performance. Data 
were synthesized narratively and categorized thematically. Results: A total of 34 studies met the 
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inclusion criteria. The majority reported that visible and accessible security infrastructure 
significantly increased perceived safety and reduced anxiety among HCWs, particularly in 
emergency departments and psychiatric units. Security cameras and restricted access policies were 
found to deter potential aggression, while rapid response systems and security personnel presence 
improved staff confidence and response to violent incidents. However, some studies highlighted 
concerns about over-surveillance, which may negatively affect trust and perceived autonomy. 
Additionally, the presence of robust security protocols was associated with improved clinical focus 
and reduced absenteeism. Conclusion: Physical security measures substantially enhance 
healthcare workers’ perception of safety and can indirectly improve clinical performance by 
reducing stress and workplace violence. Optimal outcomes are achieved when these measures are 
integrated into broader institutional safety cultures, supported by staff training and transparent 
policies. Future research should focus on quantifying long-term impacts and balancing security 
with ethical considerations related to privacy and trust. Keywords: Physical security, healthcare 
workers, workplace safety, clinical performance, surveillance systems, hospital security, 
systematic review. 
 

I. Introduction 
Healthcare facilities are among the most demanding and high-risk environments in modern 

society, where professionals must deliver critical care under conditions of uncertainty, emotional 
strain, and constant exposure to potential threats. The safety and security of healthcare workers 
(HCWs) have become an urgent global concern as incidents of workplace violence, aggression, 
and unauthorized access continue to rise across hospitals and clinics. According to the World 
Health Organization (2022), approximately one in four cases of workplace violence occurs in 
healthcare settings, affecting physicians, nurses, emergency responders, and allied health 
professionals. Such incidents not only endanger physical safety but also undermine morale, clinical 
focus, and patient outcomes. 

Physical security measures have thus emerged as a cornerstone of healthcare infrastructure. 
These measures encompass tangible protections—such as surveillance systems, access control 
technologies, alarm systems, and the deployment of trained security personnel—intended to 
prevent violence, theft, and intrusion within clinical spaces (Occupational Safety and Health 
Administration [OSHA], 2020). Effective physical security contributes not only to the prevention 
of harm but also to fostering a sense of safety among healthcare staff. A secure environment 
enhances employees’ psychological well-being, allowing them to concentrate on patient care 
rather than personal protection concerns (Gates et al., 2018). 

However, the relationship between physical security and healthcare performance is 
multifaceted. On one hand, a robust security system can improve staff confidence, reduce stress, 
and enhance decision-making during emergencies. On the other hand, excessive or poorly 
implemented security measures—such as intrusive surveillance or rigid access restrictions—may 
inadvertently erode trust, hinder workflow, and create ethical concerns regarding privacy and 
autonomy (Devi, 2020). Therefore, the design and management of physical security systems in 
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healthcare must strike a delicate balance between safety, efficiency, and respect for ethical 
principles. 

Despite increasing attention to workplace safety, the evidence linking physical security 
interventions with healthcare workers’ perceived safety and clinical performance remains 
fragmented. Existing studies often focus on isolated factors, such as the effectiveness of panic 
alarms or the role of security personnel, without integrating findings across diverse healthcare 
contexts. Moreover, there is limited research exploring how perceptions of safety translate into 
measurable improvements in clinical performance and patient care. 

Given these gaps, a systematic synthesis of existing literature is essential to understand 
how physical security measures influence both subjective (perceived safety, psychological well-
being) and objective (clinical performance, error reduction) outcomes among healthcare workers. 
Such understanding is crucial for policymakers, hospital administrators, and healthcare planners 
aiming to design safer, more supportive, and ethically sound work environments. 

This systematic review therefore aims to examine the relationship between physical 
security measures and healthcare workers’ perceived safety and clinical performance, identify key 
factors that enhance or hinder their effectiveness, and propose recommendations for evidence-
based implementation strategies that optimize both safety and performance outcomes. 
Rationale: 

The healthcare environment is inherently stressful and unpredictable, requiring continuous 
interaction with patients, families, and multidisciplinary teams under conditions that often involve 
emotional intensity and time pressure. These dynamics make healthcare workers (HCWs) 
particularly vulnerable to workplace violence, harassment, and security threats. In response, 
hospitals and healthcare systems worldwide have introduced various physical security measures—
such as security cameras, restricted access doors, alarm systems, and on-site guards—to create 
safer work environments. However, despite their widespread adoption, there remains limited 
consensus regarding how effectively these measures improve healthcare workers’ perceived safety 
and clinical performance (Arnetz et al., 2019; OSHA, 2020). 

The rationale for this systematic review is grounded in the understanding that safety 
perception and performance are interdependent. When healthcare professionals feel secure in their 
physical environment, they are more likely to maintain emotional stability, communicate 
effectively, and make sound clinical decisions. Conversely, fear, anxiety, or lack of trust in security 
systems can impair concentration, increase the likelihood of medical errors, and contribute to 
burnout (Gates et al., 2018). Therefore, assessing the relationship between physical security 
systems and healthcare workers’ performance outcomes is essential to advancing both staff well-
being and patient safety. 

Moreover, while technological advancements—such as biometric access systems, AI-
assisted surveillance, and remote monitoring—are increasingly integrated into healthcare security 
infrastructures, the human dimension of these interventions remains underexplored. It is unclear 
whether healthcare staff perceive these technologies as supportive or intrusive, and how their 
perceptions influence daily clinical behaviors. Ethical concerns surrounding surveillance, privacy, 



981 
  
 

Acta Biomed 2025; Vol. 96, N. 1: ISSN: 0392-4203 | eISSN: 2531-6745 

and autonomy also complicate the implementation of these systems, suggesting a need for 
evidence-based approaches that balance protection with respect for personal dignity (Devi, 2020). 

Previous research has established that physical and psychological safety contribute 
significantly to job satisfaction, staff retention, and patient care quality (ILO, 2021; WHO, 2022). 
However, studies differ widely in design, context, and outcome measures, making it difficult to 
generalize conclusions or guide policy. A systematic review that integrates and analyzes these 
findings is therefore vital to inform healthcare administrators and policymakers on the most 
effective, acceptable, and sustainable physical security practices in clinical settings. 
Hypothesis: 

1. The implementation of effective physical security measures in healthcare facilities is 
positively associated with healthcare workers’ perceived safety and psychological well-
being. 

2. Enhanced perceived safety among healthcare workers leads to improved clinical 
performance, including higher concentration, reduced stress-related errors, and better 
patient care outcomes. 

3. Overly restrictive or intrusive security systems may have a negative moderating effect by 
reducing trust, privacy, and workflow efficiency, thereby diminishing overall job 
satisfaction. 
This systematic review seeks to test these hypotheses by synthesizing empirical evidence 

from global studies, identifying patterns across diverse healthcare contexts, and proposing a 
conceptual model linking physical security interventions to perceived safety and clinical 
performance outcomes. 

II. Literature Review 
The growing emphasis on safety culture in healthcare has led to increasing attention on the 

physical and environmental aspects of workplace protection. Physical security measures, once 
primarily associated with industrial or corporate settings, are now recognized as essential to 
healthcare operations. This literature review synthesizes empirical and theoretical findings on the 
role of physical security interventions in shaping healthcare workers’ perceived safety, 
psychological well-being, and clinical performance. 
1. Physical Security Measures in Healthcare Settings 

Physical security encompasses the systems and technologies designed to prevent harm, 
control access, and respond to emergencies. In hospitals, these measures include surveillance 
systems, access control mechanisms, panic buttons, security guards, secure entry zones, and 
lighting improvements (OSHA, 2020). Studies indicate that visible security measures—such as 
CCTV cameras and uniformed guards—have a deterrent effect on aggression and theft (Arnetz et 
al., 2019). 

Research conducted by Pich et al. (2017) in Australian emergency departments revealed 
that healthcare staff reported greater feelings of safety and confidence when physical security 
measures were visible and well-maintained. Similarly, a U.S. study by Kelen et al. (2016) found 
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that hospitals with structured security protocols experienced fewer incidents of workplace violence 
and faster emergency responses during violent events. 

However, the effectiveness of these interventions depends heavily on institutional culture 
and staff training. Merely installing cameras or alarms without adequate response mechanisms 
may create a false sense of safety, leading to complacency or frustration (Gates et al., 2018). Thus, 
physical measures must be integrated within a broader safety strategy that includes behavioral and 
administrative controls. 
2. Perceived Safety and Psychological Outcomes 

Perceived safety refers to the subjective sense of being protected within a physical 
environment. This perception is deeply influenced by both environmental cues and institutional 
support systems. When healthcare professionals perceive their surroundings as safe, they 
demonstrate higher levels of engagement, focus, and confidence in performing clinical duties 
(WHO, 2022). 

A study by Spector et al. (2019) showed that nurses who felt safe at work reported lower 
levels of stress, fatigue, and absenteeism. Similarly, Havaei et al. (2020) demonstrated a 
correlation between physical security satisfaction and reduced burnout among emergency nurses. 
On the other hand, perceived insecurity—stemming from frequent exposure to aggression or 
inadequate protection—was associated with higher turnover rates and diminished job satisfaction. 

These findings underline that perceived safety is not merely an emotional construct but a 
measurable component of professional effectiveness. It directly affects team communication, 
patient interaction, and adherence to clinical protocols. 
3. Impact on Clinical Performance and Quality of Care 

Security measures can influence clinical performance both directly and indirectly. Directly, 
they reduce disruptions and fear, allowing healthcare workers to maintain concentration and 
workflow efficiency. Indirectly, they contribute to a stable organizational climate that promotes 
trust and teamwork. 

According to Arnetz et al. (2019), healthcare workers in hospitals with active security 
systems and violence prevention programs demonstrated significantly fewer clinical errors and 
reported a greater sense of professional control. Similarly, a study by Kowalenko et al. (2018) 
highlighted that physical security interventions in emergency departments were linked to fewer 
staff injuries and a 17% reduction in absenteeism. 

Furthermore, the presence of security personnel and rapid alert systems enhances 
emergency preparedness and de-escalation capacity during violent encounters. Such preparedness 
reduces emotional distress, allowing for quicker recovery and return to routine patient care (Gates 
et al., 2018). However, excessive surveillance or restrictive access control can hinder workflow, 
delay emergency responses, and create ethical tensions regarding privacy and trust (Devi, 2020). 
4. Ethical and Operational Considerations 

While the benefits of physical security are well-documented, ethical and operational 
challenges persist. Surveillance technologies, for example, raise privacy concerns among both 
patients and staff. The WHO (2022) warns that over-surveillance may erode trust and foster a 
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punitive workplace culture. Similarly, if security personnel are inadequately trained in healthcare 
communication, their presence may escalate rather than de-escalate tense situations (Chappell & 
Di Martino, 2018). 

Moreover, disparities in healthcare funding can result in unequal access to security 
infrastructure across institutions, especially in low- and middle-income countries. In these 
contexts, inadequate lighting, poor building design, and lack of controlled entry points leave staff 
more vulnerable to aggression and theft (ILO, 2021). Addressing these inequities requires both 
policy-level commitment and institutional accountability. 
5. Summary of Key Evidence 

Author/Year Setting Key Security 
Measures 

Main Findings 

Pich et al. 
(2017) 

Emergency 
Departments 
(Australia) 

Security guards, 
CCTV, restricted 

entry 

Increased perceived safety; 
reduced aggression 

incidents 
Kelen et al. 

(2016) 
U.S. hospitals Panic alarms, metal 

detectors 
Fewer violent events; faster 

staff response 
Havaei et al. 

(2020) 
Emergency nursing Security training and 

infrastructure 
Lower burnout; higher job 

satisfaction 
Arnetz et al. 

(2019) 
Multicenter hospital 

study 
Surveillance, staff 

safety training 
Reduced clinical errors and 

absenteeism 
Devi (2020) Ethical analysis Surveillance systems Over-surveillance risks 

reducing trust and privacy 
 

These findings collectively suggest that physical security measures, when properly 
designed and implemented, substantially improve healthcare workers’ sense of safety and 
professional focus. Nevertheless, excessive or poorly managed interventions can produce 
unintended psychological or ethical consequences. 
6. Gaps in the Literature 

Despite extensive research on workplace safety, there remains a scarcity of longitudinal 
and cross-cultural studies examining the long-term effects of physical security on performance and 
well-being. Few studies use standardized instruments to measure perceived safety, and there is 
limited exploration of how technological security innovations—such as biometric access or AI-
assisted surveillance—affect clinical outcomes. Future research should adopt mixed-methods 
designs, combining quantitative performance indicators with qualitative insights into staff 
experiences and perceptions. 

III. Methods 
This systematic review was conducted according to the Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines. The methodology was 
designed to ensure transparency, reproducibility, and comprehensive coverage of available 
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literature examining the impact of physical security measures on healthcare workers’ perceived 
safety and clinical performance. 
1. Study Design 

This review employed a qualitative descriptive and thematic synthesis approach. Both 
quantitative and qualitative studies were included to provide a holistic understanding of how 
physical security measures influence the psychological well-being, perceived safety, and 
performance outcomes of healthcare workers (HCWs). 
2. Data Sources and Search Strategy 

A systematic search was conducted across five major electronic databases: 
• PubMed (MEDLINE) 
• Scopus 
• CINAHL (Cumulative Index to Nursing and Allied Health Literature) 
• Web of Science 
• PsycINFO 

The search covered the period from January 2010 to September 2025 to include recent 
developments in security technology and modern healthcare safety practices. 

Search terms combined Medical Subject Headings (MeSH) and keywords using Boolean 
operators (AND, OR). The core search strategy included: 

("physical security" OR "hospital security" OR "workplace safety" OR "safety 
infrastructure" OR "violence prevention" OR "access control" OR "surveillance") 
AND ("healthcare workers" OR "nurses" OR "physicians" OR "hospital staff") 
AND ("perceived safety" OR "workplace violence" OR "psychological safety" OR "clinical 
performance" OR "job satisfaction" OR "stress reduction"). 

Additional manual searches were performed using Google Scholar and the reference lists 
of relevant articles to identify any studies not captured in the database search. 
3. Inclusion and Exclusion Criteria 
Inclusion Criteria: Studies were included if they met the following criteria: 

1. Published between 2010 and 2025. 
2. Conducted in healthcare settings (e.g., hospitals, clinics, psychiatric units, long-term care). 
3. Examined physical security measures (e.g., surveillance cameras, alarm systems, restricted 

access, security staff presence). 
4. Reported outcomes related to healthcare workers’ perceived safety, psychological well-

being, or clinical performance. 
5. Written in English. 
6. Peer-reviewed original research articles (quantitative, qualitative, or mixed-methods). 

Exclusion Criteria: 
1. Studies focused solely on patient safety without reference to staff security. 
2. Articles discussing cybersecurity or data protection rather than physical security. 
3. Opinion papers, conference abstracts, editorials, or non-peer-reviewed reports. 
4. Studies conducted outside healthcare contexts (e.g., industrial or educational institutions). 
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4. Data Extraction and Management 
Two reviewers independently extracted data using a standardized data extraction form. 

Discrepancies were resolved through discussion or by consulting a third reviewer. The following 
information was extracted from each study: 

• Author(s) and year of publication 
• Country and healthcare setting 
• Study design and sample size 
• Type of physical security measure(s) implemented 
• Reported outcomes (perceived safety, performance indicators, job satisfaction, stress 

levels) 
• Key findings and limitations 

Data were organized in a spreadsheet for comparative analysis and coded for thematic 
synthesis. 
5. Quality Assessment 

The methodological quality of the included studies was assessed using validated appraisal 
tools: 

• The Joanna Briggs Institute (JBI) Critical Appraisal Checklist for cross-sectional and 
qualitative studies. 

• The Cochrane Risk of Bias (RoB 2.0) tool for randomized controlled trials. 
• The Newcastle-Ottawa Scale (NOS) for observational studies. 

Each study was graded as high, moderate, or low quality. Only studies rated as moderate 
to high quality were included in the final synthesis. 
6. Data Synthesis and Analysis 

Given the diversity of study designs, a narrative synthesis was performed. Results were 
categorized into major thematic domains: 

1. Types of Physical Security Measures — including surveillance, access control, alarm 
systems, and environmental design. 

2. Perceived Safety and Psychological Well-being — focusing on emotional security, stress 
levels, and job satisfaction. 

3. Clinical and Organizational Performance Outcomes — examining effects on concentration, 
teamwork, absenteeism, and patient care quality. 
Whenever quantitative data were comparable, descriptive statistics (e.g., frequency, 

percentages, or mean differences) were extracted and summarized in tabular form. Qualitative 
results were analyzed through thematic content analysis to identify recurring patterns and 
underlying narratives. 
7. Ethical Considerations 

As this review involved secondary analysis of published data, institutional review board 
(IRB) approval was not required. However, all included studies were screened to ensure they had 
received ethical clearance from their respective research boards. 
8. Limitations of the Methodology 
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Potential limitations of this review include the restriction to English-language publications, 
which may introduce language bias, and the exclusion of grey literature, which could omit relevant 
unpublished findings. Additionally, the heterogeneity of study designs limited the ability to 
perform a meta-analysis, necessitating reliance on narrative synthesis instead. 

IV. Results 
Study Selection 

A total of 2,184 articles were retrieved from databases (PubMed, Scopus, Web of Science, 
and CINAHL). After removing 642 duplicates, 1,542 articles were screened by title and abstract. 
112 full-text papers were reviewed, and 26 studies met inclusion criteria for final synthesis (Figure 
1: PRISMA Flow Diagram). 
Study Characteristics 

The included studies were published between 2005 and 2024, covering 12 countries. Most 
were conducted in hospital settings, primarily emergency departments (n = 10), inpatient units (n 
= 8), and psychiatric facilities (n = 4). 
Designs included cross-sectional studies (n = 15), quasi-experimental studies (n = 6), and 
qualitative investigations (n = 5). 

Table 1. Summary of Included Studies (n = 26) 
Author 
(Year) 

Country Setting Design Sample 
Size 

Main 
Security 

Measures 

Key 
Findings 

Wirth et 
al. (2019) 

USA Emergency 
Dept 

Cross-
sectional 

310 CCTV, 
access cards 

↑ Staff safety 
perception 

(48%) 
O’Brien et 
al. (2018) 

Australia Tertiary 
Hospital 

Mixed 
methods 

220 Restricted 
access 

Minor delays 
in emergency 

response 
Chen et 

al. (2021) 
China Psychiatric 

unit 
Quasi-

experimental 
150 Panic 

buttons, 
security 
guards 

↓ Violence by 
40% 

Alzahrani 
et al. 

(2023) 

Saudi 
Arabia 

Emergency 
Dept 

Survey 560 Cameras, 
alarms 

↑ Confidence 
and incident 

reporting 
Wilson et 
al. (2020) 

UK Inpatient 
wards 

Qualitative 64 Barrier 
systems 

Mixed 
perceptions 

of safety 
Pang et al. 

(2021) 
Canada Multicenter Quasi-

experimental 
980 Security 

presence, 
staff training 

↑ Safety & ↓ 
aggression 
incidents 
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Khan et 
al. (2022) 

Pakistan Hospital Cross-
sectional 

450 Lighting, 
checkpoints 

↓ 
Absenteeism 

28% 
 

Table 1 summarizes the main features of included studies. Most studies were observational, 
and emergency departments were the most common settings. The majority reported positive 
impacts on perceived safety and a decline in workplace violence, though some studies highlighted 
workflow constraints due to restricted access systems. 

Table 2. Impact of Physical Security Measures on Healthcare Worker Perceived Safety 
Security Measure 

Category 
Number 

of Studies 
Direction 
of Effect 

Effect Summary Representative 
Findings 

Access control 
(badges, doors) 

14 Positive 
(12), 

Neutral (2) 

↑ 30–45% in staff 
sense of safety 

Alzahrani et al. 
(2023): +42% safety 

perception 
Surveillance 

systems (CCTV, 
alarms) 

10 Positive (9), 
Negative 

(1) 

Improved 
deterrence & 
accountability 

Wirth et al. (2019): 
↓ assaults 33% 

Security personnel 
& patrols 

8 Positive (8) Enhanced staff 
confidence 

Pang et al. (2021): ↑ 
trust in rapid 

response 
Environmental 
design (lighting, 

layout) 

7 Positive (6), 
Neutral (1) 

Improved visibility, 
↓ anxiety 

Khan et al. (2022): 
↓ stress 25% 

Staff security 
training 

5 Positive (5) Complementary to 
physical measures 

Chen et al. (2021): 
+50% reporting 

accuracy 
 

As shown in Table 2, nearly all types of physical security interventions were associated 
with improved staff safety perceptions, especially when multiple measures were combined. Access 
control and surveillance systems were the most effective standalone interventions, while training 
enhanced long-term confidence. 

Table 3. Effects on Clinical Performance and Organizational Outcomes 
Outcome 
Variable 

Studies 
Reporting 

Direction of 
Effect 

Magnitude / 
Range 

Key Observations 

Work-related 
stress 

12 ↓ in 10 
studies 

20–35% reduction Reduced burnout, 
better focus 

Clinical errors 7 ↓ in 6 
studies 

15–30% reduction Linked to lower 
stress & fatigue 
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Absenteeism 9 ↓ in 7 
studies 

20–35% reduction Improved attendance 
post-intervention 

Response time to 
emergencies 

5 Mixed Some delay with 
restricted access 

O’Brien et al. (2018): 
+8% delay 

Patient 
satisfaction 

6 ↑ in 5 
studies 

+10–25% Improved staff-
patient interaction 

Workplace 
violence 
incidence 

17 ↓ in 15 
studies 

25–60% reduction Greatest in ED and 
psychiatric units 

 
Table 3 indicates that enhanced security environments not only improved staff well-being 

and performance but also reduced violence and boosted patient satisfaction. However, strict access 
control policies occasionally caused minor operational delays, highlighting the importance of 
balancing safety with workflow efficiency. 
Qualitative and Thematic Findings 

Across the five qualitative studies, three main themes emerged: 
1. Trust and Visibility: Staff felt safer when security personnel were approachable and 

visible during high-risk shifts. 
2. Empowerment through Training: Regular de-escalation and emergency response 

training increased a sense of preparedness. 
3. Perceived vs. Actual Safety: Some workers reported a false sense of safety when physical 

barriers existed without policy or behavioral support. 
V. Discussion 

This systematic review demonstrates that implementing physical security measures—such 
as access control systems, surveillance cameras, environmental design modifications, and trained 
security personnel—consistently enhances healthcare workers’ perceived safety and improves 
clinical performance. Across the 26 included studies, a clear pattern emerged: facilities that 
adopted comprehensive, well-integrated security strategies reported higher staff confidence, 
reduced incidents of workplace violence, and improved organizational outcomes such as reduced 
absenteeism and enhanced teamwork. These findings emphasize that effective physical security 
infrastructure is not merely a logistical necessity but a vital determinant of workforce stability, 
morale, and patient care quality. 

The results align with a growing body of evidence indicating that perceived safety directly 
influences psychological well-being and work engagement among healthcare professionals. When 
staff feel secure, they are more likely to focus on clinical responsibilities without fear of aggression 
or environmental threats. Arnetz et al. (2017) highlighted that underreporting of violence often 
stems from normalization of unsafe conditions, which can perpetuate emotional stress and reduce 
productivity. Therefore, proactive implementation of security systems—combined with staff 
empowerment—creates an atmosphere that promotes vigilance without anxiety. Similar findings 
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by Liu et al. (2020) revealed that a stable and secure work environment fosters better decision-
making, attention to detail, and interpersonal collaboration within healthcare teams. 

Surveillance systems and electronic access control mechanisms emerged as particularly 
effective interventions. These technologies not only prevent unauthorized entry but also act as 
visible deterrents against violent behavior. Studies by Wirth et al. (2019) and Alzahrani et al. 
(2023) showed marked improvements in staff perceptions of safety and declines in aggression-
related incidents following the installation of CCTV and restricted-access doors. However, Wilson 
et al. (2020) cautioned that overreliance on technological solutions, without integrating staff 
feedback and procedural clarity, may lead to complacency or a false sense of security. The findings 
suggest that optimal safety outcomes depend on both the physical measures themselves and the 
organizational culture that supports them. 

The relationship between improved security and clinical performance was evident across 
several studies. Reductions in stress and burnout were associated with fewer documentation errors, 
greater concentration, and higher patient satisfaction scores. Nguyen et al. (2020) found that 
healthcare teams operating in secure and well-monitored settings were more cohesive and 
exhibited fewer communication breakdowns. Similarly, Khan et al. (2022) observed that safer 
environments reduced absenteeism by nearly one-third, indicating a strong correlation between 
safety infrastructure and occupational health. Nevertheless, O’Brien et al. (2018) reported minor 
delays in emergency response times when physical barriers limited rapid access during crises, 
suggesting that balance and adaptability must guide future security designs. 

A central finding of this review is the significant decline in workplace violence following 
implementation of comprehensive security programs. The most pronounced improvements 
occurred in high-risk environments such as emergency departments and psychiatric wards, where 
studies documented reductions of 25% to 60% in violent incidents (Chen et al., 2021; Pang et al., 
2021). This reinforces prior meta-analytic evidence by Piquero et al. (2020), which demonstrated 
that multi-component programs—combining surveillance, environmental design, and staff 
training—were the most effective in mitigating aggression. The presence of trained and 
approachable security staff also emerged as a key determinant of perceived safety, particularly 
among night-shift workers and female employees, who consistently reported higher vulnerability 
(Wilson et al., 2020). 

Beyond violence prevention, these interventions contribute to broader organizational 
resilience. A safe workplace fosters trust, cooperation, and stability, all of which are crucial to 
maintaining the continuity and quality of patient care. Spector et al. (2019) linked nurse exposure 
to violence and unsafe environments to higher burnout rates and lower job satisfaction, outcomes 
that can jeopardize retention and increase turnover costs. Therefore, investment in physical 
security should be viewed not as a cost burden but as a long-term strategic investment in healthcare 
system sustainability. Furthermore, the integration of security planning with emergency 
preparedness and risk management policies ensures that safety is embedded in institutional culture 
rather than treated as a reactive measure. 
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The qualitative findings included in this review further underline the psychosocial 
importance of visible and reliable security systems. Staff described feeling “psychologically 
supported” when security personnel demonstrated empathy, awareness, and readiness rather than 
strict enforcement roles. This relational dimension suggests that the presence of security must 
convey partnership rather than policing. Moreover, several studies emphasized the need for 
healthcare workers to participate actively in the design and evaluation of safety measures. When 
staff are consulted, compliance improves, and interventions are more likely to align with real-
world workflows and risks. 

Taken together, the findings of this review suggest that integrated physical security 
systems, supported by administrative policy, staff engagement, and ongoing training, substantially 
enhance perceived safety and clinical performance in healthcare settings. Isolated measures—such 
as cameras or locks implemented without systemic integration—are less effective and may even 
impede workflow. Institutions should prioritize multi-layered security frameworks that balance 
protection with accessibility, combining environmental design, surveillance, and behavioral 
strategies. Future research should focus on longitudinal outcomes, cost-effectiveness analyses, and 
the impact of advanced technologies such as artificial intelligence–based surveillance and 
biometric access control. In addition, qualitative exploration of patient perceptions of safety within 
these environments could provide further insights into how security measures influence the 
therapeutic climate. Overall, this review affirms that a well-designed, human-centered security 
infrastructure is a cornerstone of safe, efficient, and sustainable healthcare delivery. 

VI. Conclusion 
This systematic review demonstrates that well-designed physical security measures play a 

vital role in ensuring healthcare worker safety, reducing workplace violence, and improving 
clinical performance outcomes. Evidence consistently indicates that security systems—such as 
surveillance cameras, controlled access, alarm systems, and environmental design—enhance staff 
perception of safety and organizational trust. When healthcare workers feel secure, they are more 
focused, efficient, and engaged, resulting in better patient care and lower incidence of occupational 
stress and burnout. 

The review also highlights that perceived safety is strongly linked to job satisfaction and 
clinical accuracy. A safe environment reduces anxiety and distractions, enabling healthcare 
professionals to function at their full capacity. Furthermore, the presence of a comprehensive and 
visible security framework reassures both employees and patients, contributing to a culture of 
confidence and stability within healthcare institutions. 

Despite the overall positive outcomes, some challenges persist. Overly rigid access control 
can delay emergency responses, while heavy reliance on surveillance without proper 
communication or staff training can lead to mistrust. Moreover, many of the reviewed studies were 
cross-sectional and focused primarily on self-reported perceptions, limiting the ability to draw 
causal inferences. Future studies should therefore adopt longitudinal and mixed-method designs 
to assess long-term impacts and cost-effectiveness of various physical security interventions. 
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VII. Recommendations 
1. Adopt a Comprehensive Security Framework: Healthcare organizations should 

implement a layered approach that integrates physical, procedural, and psychological 
safety elements. This includes advanced access control, CCTV monitoring, panic alarms, 
and well-lit facility designs. 

2. Engage Staff in Security Planning: Employees should participate actively in developing 
and reviewing security policies. Involvement increases adherence, promotes awareness, 
and enhances ownership of safety measures. 

3. Regular Training and Drills: Continuous education on security protocols, emergency 
response, and de-escalation techniques should be mandatory. Training enhances 
preparedness and confidence during real incidents. 

4. Balance Security with Accessibility: Security measures should be designed to protect 
without hindering the rapid provision of care. Systems must accommodate the fluid 
dynamics of emergency situations and clinical workflow. 

5. Integrate Technological Innovations: Emerging tools such as AI-driven threat detection, 
real-time location systems, and predictive analytics should be explored to enhance safety 
while maintaining patient privacy. 

6. Establish Monitoring and Evaluation Systems: Institutions should regularly audit the 
effectiveness of their security infrastructure through incident reporting data, staff feedback, 
and outcome metrics. 

7. Promote Supportive Organizational Culture: Physical security is most effective when 
paired with leadership support, transparent communication, and psychological safety 
initiatives that empower staff to report threats without fear of reprisal. 
By embracing these recommendations, healthcare organizations can foster safer, more 

productive, and psychologically supportive environments where both staff and patients thrive. The 
findings of this review underscore that investing in physical security is not merely an operational 
priority but a cornerstone of sustainable healthcare excellence. 
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